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Context reminder Challenge for health systems managers

* 3 perimeters that overlap and collaborate :
* Medical devices
* Building management
* Medical data and software

Share data and
infrastructure

* Polymorphic, agile, and combined threats : today and tomorrow,
a strong attraction for cybercriminals and potentially terrorists

* A strong dependence between assets and complex impact
chains... that can affect the lives of patients and staff

* A Paradox: A lot of information in specialized supervision
systems without communication or integration

Need for a global view in anticipation, protection, and crisis

management
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Addressing the challenge...

SAFECARE aims to:

* Provide high-quality, innovative, and cost-effective solutions that will
improve physical and cyber security; and

* Enhance threat prevention, threat detection, incident response, and
mitigation of impact in healthcare infrastructures, through the creation of
a global protection system.

Over the course of 39 months, SAFECARE will design, test,
validate and demonstrate 13 innovative elements optimizing the
protection of critical infrastructure under operational conditions
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Four steps to manage the security
Physicalz @ Cyber

Analyse threats and learn

Decide / Act

Patients, employees, assets, and

Alert / communicate services to protect
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Overall concept
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Cyber Physical Scenarios
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Risk Assessment

Expression of Needs and Identification of Security Objectives

EBIOS attack paths

Monitoring Field data
using BowTie

Security Risk
Management Model
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Scenarios
o, * Scl: Cyber-physical attack targeting power supply of the hospital
e @®* 3 e Sc2: Cyber-physical attack to steal patient data in the hospital
P

3*

‘l/_‘/ e Sc3: Cyber-physical attack targeting IT systems

* Sc4: Cyber-physical attack to cause a hardware fault
e Sc5: Cyber-physical attack targeting the air-cooling system of the hogpital
e Sc6: Cyber-physical attack on medical devices

e Sc7: Cyber-physical attack to steal credentials to access IT systems

e Sc8: Cyber-Physical attack in access control provider to steal medical
devices

* Sc9: Physical attack against hospital staff using a gun
e Scl10: Physical attack te-steal-drugs-vacines (COVID)
* Scl1: Cyber-physical attack due to a personal laptop

e Scl12: Cyber-physical attack to block national crisis management
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SAFECARE Four tools for End-Users

A#18116

‘Cascadi%

impacts
calculation
(IPM Ontology)

Physical security
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supervision supervision w
(BTMS MAS) (CTIVIS)
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Integrated Solutions : focus on
Impact Propagation and Decision Support
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IPIM knowledge management
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Core ontology
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Figure 4 Assets relationships extracted from cyber and physical architectures
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For an effective anticipation, the following knowledge must be acquired:

e Cyber and physical architectures to identify critical assets exposed to threats (scope of

Propagation | damee)

e Risks engendered by the attacker’s actions,
\/I O d u | e e Protecting measures implemented to stop potential attacks or reduce their impacts.
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Interfaces for crisis management
Hospital availability management system

HAMS - Hospital Availability Management System




HAMS - Hospital Availability Management System
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Tests and Demonstration
Test Platform
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European

Threats CO u nt ry

Impact
chains/alerts

Threats

Impact
chains/alerts

Measures
Measures
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Future : Multi level desi
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(2)

(1)
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Module Interface A travers CDB
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|
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https://hams-training-mode.s3.eu-west-1.amazonaws.com/index.html#/training

publicly available version:



https://hams-training-mode.s3.eu-west-1.amazonaws.com/index.html#/training
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Thank you

More details available on:
- Our website: https://www.safecare-project.eu/
- Twitter: @SafecareP
- -LinkedIn: SAFECARE Project

Philippe.tourron@ap-hm.fr
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